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Privacy 
1. Our Commitment to Your Privacy 

1.1 The Total Synergy group of companies (“We/Us/Our”) respect your privacy.  So that you 
may understand how We deal with your Personal Information (please see section 1.9 and 2 
below setting out details of the type of information that this may include), We have set out 
how and why We collect, hold, use, manage and disclose Personal Information in this 
Privacy Policy.  You may print a copy of this Privacy Policy. Please read the following 
carefully to understand our views and practices regarding your Personal Information and 
how we will treat it. 1.2 One of Our primary services involves providing an online multi-sided 
marketplace where companies and individuals share information and cross-promote their 
products and services to each other.  In order for this service to be successful, it is 
necessary for each participant to be able to freely exchange certain items of their personal 
details with each other participant in the market, as well as being able to promote their (or 
their organisations’ ) products and services to each other participant in the online market, 
and to have each other participant share certain items of their Personal Information with you 
and be able to promote their products and services to you. In order to participate in the 
marketplace you must agree to the sharing of your Personal Information in accordance with 
this Privacy Policy. If you do not agree to the sharing of your information in accordance with 
this Privacy Policy, then you should immediately cease to use Our service and our Website. 
1.3 We will update this Privacy Policy from time to time at Our discretion, so you should visit 
Our website regularly to see the latest copy of the Privacy Policy. 1.4 This Privacy Policy 
binds all companies in the Total Synergy group, including Our related and affiliated 
companies.  We may use any of Our group companies to assist Us perform Our business 
activities and functions, and this Privacy Policy should be interpreted so that “We/Us/Our” 
includes any of Our group companies.  These group companies include: 1.4.1 in Australia: 
Total Synergy Pty Ltd (ABN 34 088 664 608); and Total Synergy (A/E/C) Pty Ltd (ABN 31 
081 067 950); 1.4.2 in the United Kingdom, Total Synergy UK Ltd (Reg. No. 07814290); and 
1.4.3 in the United States of America: Total Synergy USA Inc (registered in California under 
number C3163520;. 1.5 Our business activities and functions include: 1.5.1 promoting, 
offering, licensing and providing support for business practice management software, and 
related products and services, including on a “software as a service” basis; 1.5.2 the 
provision of an online multi-sided marketplace for companies and individuals to share 
information and cross-promote their products and services to each other; 1.5.3 promoting, 
offering, selling and performing professional services, including consulting, support and 
training; 1.5.4 support for community and charitable causes, including “Movember”; and 
1.5.5 any business activities related or ancillary to any of the activities set out above. 1.6 
This Privacy Policy relates to how We collect, hold, use, manage and disclose Personal 
Information that We and Our group companies collect in Our own name and for Our 
purposes.  Where We are providing Our software programs and services to Our clients and 
We (or Our contractors) host client data (including Personal Information) within Our software 
programs or services, Our systems are used by Our clients to hold and process Personal 
Information that is collected by them. In some jurisdictions, including within the United 
Kingdom and the European Union this means that We are categorised as a ‘data processor’ 
and Our clients are categorised as a ‘data controller’.  Generally, We have extremely limited 
rights to access, view or edit Our clients’ data that is held in Our systems and We collect, 
hold, use, manage and disclose their Personal Information only as directed by them or to 
comply with applicable law. This information is subject to the privacy policies of Our clients 
(and not Us), and Our clients are responsible for its collection, storage, use, management 
and disclosure.  If your Personal Information is being processed by Us on behalf of one of 
Our clients then you should review the privacy policy of our applicable client, a copy of which 
may be on that client’s website. 1.7 Some of the key phrases that are used in this Privacy 
Policy include “Personal Information” and “Sensitive Information”. 1.8 “Personal Information” 
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is defined to mean information or an opinion (including information or an opinion forming part 
of a database), whether true or not, and whether recorded in a material form or not, relating 
to an individual whose identity is apparent, or can directly or indirectly be ascertained, from 
the information or opinion. However, if a local privacy law defines personal information in a 
broader way, then We will meet our obligations in this Privacy Policy using that definition of 
personal information. 1.9 “Sensitive Information” is defined to mean information or an opinion 
about an individual’s: 1.9.1 racial or ethnic origin; 1.9.2 political opinions; 1.9.3 membership 
of a political association; 1.9.4 religious or philosophical beliefs or affiliations; 1.9.5 
membership of a professional or trade association; 1.9.6 membership of a trade union; 1.9.7 
sexual preferences or practices; 1.9.8 sexual orientation 1.9.9 criminal record; 1.9.10 health 
information; and/or 1.9.11 genetic or biometric information about an individual that is not 
otherwise health information. 1.10 However, if a local privacy law defines sensitive 
information in a broader way, then  We will meet our obligations in this Privacy Policy using 
that definition of sensitive information. 

2. What Personal Information do We Collect and Hold? 

2.1 We may collect and hold the following types of Personal Information: 2.1.1 name, date of 
birth and relationship to other individuals (e.g. record of next of kin or emergency contact); 
2.1.2 address, phone number, fax number, email address, Skype address and other 
addresses/contact details/identifiers used in electronic communications or business cards; 
2.1.3 voicemail recordings left in Our phone system and images that individuals have made 
publicly available or provided to Us; 2.1.4 video and sound recordings from Our security 
systems; 2.1.5 demographic information such as postcode, preferences or interests; 2.1.6 
information, including data, images, video and sound recordings, that you, or people 
authorised by you enter into our software programs and services or use the features in our 
software programs or services to import from other software applications; 2.1.7 information 
about your use of our software programs and services, including the inputs you provide into 
any optional features of our services (such as questions and feedback you provide when 
using AI features such as SynergyAssist), as well as your solicited feedback in connection 
with your use of any beta features or services you are invited to test; 2.1.8 information about 
the products or services that you purchase or consider purchasing from Us, Our suppliers or 
business associates; 2.1.9 information about enquiries made to Us, Our suppliers or 
business associates; 2.1.10 information you provide when you raise a support enquiry or 
when We are working with you to resolve a technical or administrative query; 2.1.11 
information that you provide in response to market research, surveys or competitions that 
are conducted by or for Us; 2.1.22 information that is provided in respect of employment, 
contract work, work experience or similar, whether solicited or unsolicited; 2.1.13 credit card 
or details of other payment methods used on Our website, software programs or services, to 
purchase Our products and services or in connection with Our support of community or 
charitable causes; and/or 2.1.14 the information set out in section 7 below, which may be 
identifiable in conjunction with any of the information set out above. 2.2 As a rule We do not 
collect or hold Sensitive Information. The only exceptions to this rule are: 2.2.1 where the 
Sensitive Information is directly linked to the individual’s employment records and Our 
collection, holding and use is permitted by applicable  law for the purpose managing the 
individual’s employment record; or 2.2.2 where Sensitive Information is provided to Us in 
connection with the individual seeking employment, internship, work experience, contract 
work or similar, whether solicited or unsolicited. 

3. How do We Collect and Hold Personal Information? 

3.1 We collect Personal Information in a number of ways, including: 3.1.1 through Our 
website; 3.1.2 through communications with you, including letters, emails, telephone calls, 
voicemail messages, facsimiles, surveys, competitions and via social media applications; 
3.1.3 through communications with others; 3.1.4 in the course of you using our software 



3 
TOTAL SYNERGY SEPTEMBER 2026                                                                                                                            

AUSTRALIA 1103000103v1 

programs and services, when you or people authorised by you load those details into the 
software programs or services; 3.1.5 otherwise in the course of you using our programs and 
services, including if you provide feedback about use of any of our service tools or features; 
3.1.6 in the course of providing Our products and services to you, including providing 
support through Our support service; 3.1.7 in the course of Our business functions and 
activities. 3.2 We hold Personal Information: 3.2.1 in Our hard copy files; 3.2.2 in the 
databases associated with the software programs or services that you have licensed from 
Us; 3.2.3 in other systems that We use in connection with Our business, some of which may 
be owned and operated by Our suppliers (please also see section 5); and 3.2.4 in the 
database associated with Our website. 3.3 Providing it is lawful and practical, We will give 
you the option of not identifying yourself, using a pseudonym, or not providing Personal 
Information when you enter into a transaction or deal with Us. 3.4 If you elect not to provide 
Us with Personal Information then We may not be able to provide you with the information, 
products, services or support that you may want, and you may be unable to participate fully 
or at all in Our online marketplace. 3.5 We may receive other unsolicited Personal 
Information in the course of Our business, for example, where you send us a resume (which 
includes your name, address and work history) without us specifically asking you to.  We will 
notify you when we receive any such unsolicited information; confirm to you the purposes for 
which we intend to use that Personal Information; and deal with this unsolicited Personal 
Information in accordance with our legal obligations. 

4. The Purposes for which We use Personal Information 

4.1 We collect, hold, use and disclose Personal Information for the following purposes: 4.1.1 
pursuing Our business activities and functions; 4.1.2 facilitating communication between 
participants in Our online marketplace and promoting, marketing and selling their goods and 
services to each other. A list of the online marketplace participants is available on the 
marketplace website.  We will update this list from time to time as participants enter and 
leave the marketplace; 4.1.3 allowing technical support personnel to provide assistance to 
you (or your employer), if needed; 4.1.4 facilitating authorised transactions between you (or 
other people who you are acting for) and Us or between you (or other people who you are 
acting for) and other people and organisations who are accessible via Our website or other 
electronic means; 4.1.5 facilitating payment for the purchase of products or services through 
Our website or otherwise.  In this case you may be directed to (or We may use to facilitate 
the transaction) a third party website (a secure internet payment gateway) approved by the 
relevant financial institution within your country of access with whom you bank to enter your 
credit/debit/charge card or other payment mechanism details.  This third party may in turn 
integrate the payment software with a third party payment application provider who assists in 
managing the payment transaction. Where you are redirected in this way, you will be subject 
to the privacy policies of the third party providers; 4.1.6 performing certain functions via Our 
website, e.g. conducting surveys, market research, mail outs, competitions or using social 
media; 4.1.7 conducting surveys, market research, mail and competitions off line; 4.1.8 our 
product improvement purposes, including improving the quality of Our website and Our 
products and services; 4.1.9 allowing you to participate in interactive features of our service, 
when you choose to do so; 4.1.10 developing or adding additional products and services 
from Us or existing or new people and organisations that are accessible via Our website; 
4.1.11 Our training and quality assurance purposes; 4.1.12 Our website safety and security 
purposes; 4.1.13 Our administrative purposes; 4.1.14 allowing technical support personnel 
to manage Our infrastructure, systems, databases other applications or tools; 4.1.15 
statistical analysis of the usage of Our website or applications or tools that are accessed via 
the website; and/or 4.1.16 complying with applicable laws, including relevant privacy 
legislation. 4.2 We also collect, hold, use and disclose Personal Information for the purpose 
of direct marketing of any of Our other services or products which We consider may be of 
interest to you where you have consented to Us using Personal Information for this purpose 
and not opted-out in accordance with sections 4.4 and 4.5 below. 4.3 We do not provide 
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Personal Information to third parties except as in accordance with this Privacy Policy, any 
agreement We have with you or as required by applicable law. 4.4 If you have given Us your 
consent to provide you with direct marketing communications We may collect, hold, use and 
disclose Personal Information in accordance with that consent to enable Us to provide you 
(or other people who you are acting for) information about, and offer you (or other people 
who you are acting for), other products and services that We offer and which We consider 
may be of interest to you. 4.5 If you give Us consent to provide you with direct marketing 
communications We will provide a simple means where you can request not to receive direct 
marketing communications. Where you have consented to Us providing your Personal 
Information to any of Our named suppliers or business associates in order for them to 
provide you with direct marketing communications, You may request that We stop sharing 
any such Personal Information with that supplier or business associate.  We shall only obtain 
Personal Information about you from a third party source for the purpose of direct marketing 
where such Personal Information has been processed lawfully by the third party who has 
provided. You may request that We disclose the source of that information.  We will respond 
to any request made under this clause within a reasonable period in accordance with 
applicable law and at no cost to you. 4.6 Other than in respect of the online marketplace, 
where participation is conditional upon the sharing of certain Personal Information, and the 
receipt of direct marketing of the goods and services of other participants, We will seek 
specific consent by way of opt-in for any direct marketing that We intend to carry out. 

5. Storage and Disclosure of Personal Information (including overseas transfers) 

5.1 We take appropriate measures to secure personal data and protect it from loss or 
unauthorised disclosure or damage. All Personal Information provided to Us will be held for 
so long as we reasonably require to deliver services to you or to or your employer or as 
otherwise required for regulatory or other legal purposes and will be stored on secure 
servers. Any payment transactions processed by us or any applicable third party will be 
encrypted using SSL technology in accordance with this Privacy Policy. 5.2 In accordance 
with this Privacy Policy, We may send Personal Information to third parties, including those 
located outside of the territory in which the individual’s Personal Information is gathered for 
processing by staff who work for Us or for one of our suppliers, including staff engaged in, 
among other things, the fulfilment of service delivery, the processing of payment details and 
the provision of support services. Transfers of Personal Information to overseas jurisdictions 
will take place in the following circumstances: 5.2.1 where We have a group company 
assisting Us with Our business activities and functions; 5.2.2 where We have a supplier 
assisting Us with providing assistance with Our business activities and functions; 5.2.3 
where Our website, or any hosting service We use to support Our software or software as a 
service, is hosted by Us or a third party, and the hosting facilities and/or the back-up/disaster 
recovery sites are located overseas; 5.2.4 where a third party application is being used in 
connection with Our interactions with you, e.g. when We use email or Skype, the third party 
providers of the relevant application have their applications hosted overseas; 5.2.5 where 
We use credit referencing agencies to verify your creditworthiness and/or report back to the 
credit organisation on your payment history or other details of the financial relationship 
between us; 5.2.6 where analytics and search engine providers assist Us in the 
improvement and optimisation of Our website. 5.3 The countries in which We know that 
Personal Information may be processed and/or transferred to include: 5.3.1 the United 
States of America; 5.3.2 United Kingdom; 5.3.3 Singapore; and 5.3.4 Australia. 5.4 We will 
only transfer Personal Information outside of the country of collection in accordance with 
applicable law.  Wherever Personal Information is transferred outside of the country of 
collection, we will take all steps reasonably necessary in accordance with applicable law to 
ensure that such Personal Information is treated securely and in accordance with this 
Privacy Policy. 5.5 Where We have given you (or where you have chosen) a password 
which enables you to access certain parts of our website or any part of our services, you are 
responsible for keeping this password confidential. We ask you not to share a password with 
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anyone. 5.6 Unfortunately, the transmission of information via the internet is not completely 
secure. Although We will do our best to protect your Personal Information, We cannot 
guarantee the security of your Personal Information transmitted to our site; any transmission 
is at your own risk. Once We have received your information, We will use strict procedures 
and security features to try to prevent unauthorised access. 

6. Use of Social Media 

Our website uses social media includes blogs, Twitter feeds, and links to other social media, 
including Facebook, Linked In, Twitter etc.  The nature of social media is that these 
applications actively enable exchange and disclosure of any information, whether personal 
or otherwise, that is included within those applications.  All information, including Personal 
Information that you enter in those applications may be used, stored, handled and disclosed 
in any way that is consistent with the privacy policies of the relevant applications, if any.  All 
information that is posted by you in a blog, twitter feed or other social media in connection 
with the website should be considered as public information that may be used, copied and 
adapted by any person for any means and should not be posted unless you are prepared to 
specifically state what restrictions on use there may be with that information or are prepared 
to accept that it may be used, copied, adapted, stored, handled and disclosed to any other 
person in any way. We accept no responsibility or liability for any Personal Information that 
you decide to publish on any social media outlet. 

7. Cookies and Similar Technologies 

7.1 What Are Cookies 

Cookies are small text files that are placed on your device when you visit a website or use 
an online service. Cookies allow the website or service to recognise your device and store 
certain information about your preferences or past actions to improve functionality, security, 
and user experience. 

Cookies set by Total Synergy are referred to as first-party cookies. Cookies set by third 
parties are referred to as third-party cookies and may enable features or functionality 
provided by those third parties, such as analytics, authentication, embedded content, or 
advertising. 

Cookies do not give us access to your device or any personal information beyond what you 
choose to share or what is collected through your interaction with our services. 

7.2 Types of Cookies We Use 

We use both session cookies and persistent cookies, as well as both first-party and third-
party cookies. 

Session cookies are temporary cookies that expire when you close your browser. They are 
used to support core functionality such as security and session management. 

Persistent cookies remain on your device for a defined period or until deleted. They help 
remember preferences and improve user experience across visits. 

7.3 How We Use Cookies 

We use cookies for several purposes. Some cookies are strictly necessary for our websites 
and platform to function securely and correctly, while others are optional and help us 
understand usage, improve performance, and enhance functionality. 
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When you first visit our websites or platform, you will be presented with a cookie consent 
banner. 

Essential cookies are always enabled. 
Optional cookies are only enabled if you provide consent. 
If you do not make a selection, only essential cookies will be used by default. 

7.4 Categories of Cookies 

7.4.1 Essential / Strictly Necessary Cookies 

These cookies are required for the operation and security of our websites and platform and 
cannot be disabled. They support core functionality such as authentication, session 
management, security controls, and fraud prevention. 

Cookie Name Provider Purpose Expiration 

__cf_bm f.hubspotusercontent00.net 

Used to distinguish 
between humans and 
bots. This is beneficial 
for the website, in 
order to make valid 
reports on the use of 
their website. 

1 day 

__cf_bm hsadspixel.net 

Used to distinguish 
between humans and 
bots. This is beneficial 
for the website, in 
order to make valid 
reports on the use of 
their website. 

1 day 

__cf_bm hs-analytics.net 

Used to distinguish 
between humans and 
bots. This is beneficial 
for the website, in 
order to make valid 
reports on the use of 
their website. 

1 day 

__cf_bm hsappstatic.net 

Used to distinguish 
between humans and 
bots. This is beneficial 
for the website, in 
order to make valid 
reports on the use of 
their website. 

1 day 
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__cf_bm hs-banner.com 

Used to distinguish 
between humans and 
bots. This is beneficial 
for the website, in 
order to make valid 
reports on the use of 
their website. 

1 day 

__cf_bm hscollectedforms.net 

Used to distinguish 
between humans and 
bots. This is beneficial 
for the website, in 
order to make valid 
reports on the use of 
their website. 

1 day 

__cf_bm hscta.net 

Used to distinguish 
between humans and 
bots. This is beneficial 
for the website, in 
order to make valid 
reports on the use of 
their website. 

1 day 

__cf_bm hsforms.com 

Used to distinguish 
between humans and 
bots. This is beneficial 
for the website, in 
order to make valid 
reports on the use of 
their website. 

1 day 

__cf_bm hsforms.net 

Used to distinguish 
between humans and 
bots. This is beneficial 
for the website, in 
order to make valid 
reports on the use of 
their website. 

1 day 

__cf_bm hs-scripts.com 

Used to distinguish 
between humans and 
bots. This is beneficial 
for the website, in 
order to make valid 
reports on the use of 
their website. 

1 day 
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__cf_bm hs-sites.com 

Used to distinguish 
between humans and 
bots. This is beneficial 
for the website, in 
order to make valid 
reports on the use of 
their website. 

1 day 

__cf_bm hubspot.com 

Used to distinguish 
between humans and 
bots. This is beneficial 
for the website, in 
order to make valid 
reports on the use of 
their website. 

1 day 

__cf_bm hubspot.net 

Used to distinguish 
between humans and 
bots. This is beneficial 
for the website, in 
order to make valid 
reports on the use of 
their website. 

1 day 

__cf_bm hubspotusercontent.com 

Used to distinguish 
between humans and 
bots. This is beneficial 
for the website, in 
order to make valid 
reports on the use of 
their website. 

1 day 

__cf_bm hubspotusercontent-
na1.net 

Used to distinguish 
between humans and 
bots. This is beneficial 
for the website, in 
order to make valid 
reports on the use of 
their website. 

1 day 

__cf_bm totalsynergy.com 

Used to distinguish 
between humans and 
bots. This is beneficial 
for the website, in 
order to make valid 
reports on the use of 
their website. 

1 day 
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__cf_bm vimeo.com 

Used to distinguish 
between humans and 
bots. This is beneficial 
for the website, in 
order to make valid 
reports on the use of 
their website. 

1 day 

_cfuvid hubspot.com 

Part of the services 
provided by Cloudflare 
— including load-
balancing, deliverance 
of website content and 
serving DNS 
connection for website 
operators. 

Session 

_cfuvid vimeo.com 

Part of the services 
provided by Cloudflare 
— including load-
balancing, deliverance 
of website content and 
serving DNS 
connection for website 
operators. 

Session 

_GRECAPTCHA google.com 
Used to distinguish 
between humans and 
bots. 

180 days 

cf.turnstile.u challenges.cloudflare.com 
Used to distinguish 
between humans and 
bots. 

Persistent 

CookieConsent totalsynergy.com 
Stores the user’s 
cookie consent state 
for the current domain. 

1 year 

cookietest demo.storylane.com 

Used to determine if 
the visitor has 
accepted the cookie 
consent box. 

Session 

cookietest totalsynergy.com Used to determine if 
the visitor has 

Session 



10 
TOTAL SYNERGY SEPTEMBER 2026                                                                                                                            

AUSTRALIA 1103000103v1 

accepted the cookie 
consent box. 

elementor totalsynergy.com 

Used in context with 
the website’s 
WordPress theme. 
Allows the website 
owner to implement or 
change the website’s 
content in real-time. 

Persistent 

embed/v3/counters.gif forms.hsforms.com Used to implement 
forms on the website. Session 

rc::a gstatic.com 

Used to distinguish 
between humans and 
bots. This is beneficial 
for the website, in 
order to make valid 
reports on the use of 
their website. 

Persistent 

rc::b gstatic.com 
Used to distinguish 
between humans and 
bots. 

Session 

rc::c gstatic.com 
Used to distinguish 
between humans and 
bots. 

Session 

rc::f gstatic.com 
Used to distinguish 
between humans and 
bots. 

Persistent 

XSRF-TOKEN webinarjam.com 

Ensures visitor 
browsing-security by 
preventing cross-site 
request forgery. This 
cookie is essential for 
the security of the 
website and visitor. 

1 day 

flv_hyeiepbmswl7 demo.storylane.com Session cookie set by 
the interactive demo 

Session 
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player (Storylane) 
during a product tour. 

 

7.4.2 Analytics Cookies 

Analytics cookies help us understand how users interact with our websites and platform so 
we can improve performance, usability, and functionality. These cookies are optional and are 
only used if you consent. 

Cookie Name Provider Purpose Expiration 

__hssc totalsynergy.com Identifies if the cookie data needs to 
be updated in the visitor’s browser. Session 

__hssrc totalsynergy.com 
Used to recognise the visitor’s 
browser upon reentry on the 
website. 

Session 

__hstc totalsynergy.com 

Sets a unique ID for the session. 
Allows the website to obtain data on 
visitor behaviour for statistical 
purposes. 

Session 

_clsk totalsynergy.com 

Registers statistical data on users’ 
behaviour on the website. Used for 
internal analytics by the website 
operator. 

Session 

hubspotutk totalsynergy.com 

Sets a unique ID for the session. 
Allows the website to obtain data on 
visitor behaviour for statistical 
purposes. 

Session 

orionV3#identity vimeo.com Used to track user’s interaction with 
embedded content. Persistent 

vuid vimeo.com 
Collects data on the user’s visits to 
the website, such as which pages 
have been read. 

2 years 
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wj4s webinarjam.com 
Registers data on visitors’ website 
behaviour. Used for internal 
analysis and website optimisation. 

1 day 

eid demo.storylane.com 
Persistent identifier used for 
analytics tracking on interactive 
product demos. 

Persistent 

fp_id demo.storylane.com 
Fingerprint identifier used for 
analytics tracking on interactive 
product demos. 

Persistent 

7.4.3 Advertising Cookies 

Advertising cookies are used to deliver and measure advertising that may be relevant to you 
and to limit how often you see the same advertisement. These cookies are optional and are 
only enabled with your consent. 

Cookie Name Provider Purpose Expiratio
n 

__hmpl static.hsappstatic.n
et 

Collects 
information on 
user 
preferences 
and/or 
interaction 
with web-
campaign 
content. Used 
on the CRM 
campaign 
platform for 
promoting 
events or 
products. 

Session 

__ptq.gif hubspot.com 

Sends data to 
the marketing 
platform 
HubSpot 
about the 
visitor’s 
device and 
behaviour. 
Tracks the 
visitor across 
devices and 

Session 
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marketing 
channels. 

gtm_id intercom.com 

Used to send 
data to 
Google 
Analytics 
about the 
visitor’s 
device and 
behaviour. 
Tracks the 
visitor across 
devices and 
marketing 
channels. 

1 year 

HUBLYTICS_EVENTS_53 static.hsappstatic.n
et 

Collects data 
on visitor 
behaviour 
from multiple 
websites in 
order to 
present more 
relevant 
advertisement
s and to limit 
repetitive ad 
exposure. 

Session 

LOCAL_STORAGE_ID_PICOX_ID vimeocdn.com 

Used in 
connection 
with video 
player 
analytics and 
advertising 
tracking. 

Persiste
nt 

LOCAL_STORAGE_ID_VIMEO_PLAY
ER vimeocdn.com 

Used in 
connection 
with video 
player 
tracking. 

Persiste
nt 

picox#events vimeo.com 

Used in 
connection 
with video 
player 
analytics and 

Persiste
nt 
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advertising 
tracking. 

PLAYER_PICOX_SAMPLING_SEED vimeocdn.com 

Used in 
connection 
with video 
player 
sampling and 
tracking. 

Persiste
nt 

hs-cta-interactions#cta totalsynergy.com 

Tracks user 
interactions 
with HubSpot 
call-to-action 
elements for 
marketing and 
campaign 
measurement 
purposes. 

Persiste
nt 

wj_reg_track_316411 totalsynergy.com 

Tracks 
webinar 
registration 
behaviour for 
marketing 
analytics. 

7 days 

7.4.4 Functionality Cookies 

Functionality cookies allow our websites and platform to remember choices you make and 
provide enhanced or personalised features. These cookies are optional and require your 
consent. 

Cookie Name Provider Purpose Expiration 

intercom.intercom-
state-# js.intercomcdn.com 

Remembers whether the user 
has minimised or closed chat-
box or pop-up messages on the 
website. 

Persistent 

intercom.intercom-
state-# totalsynergy.com 

Remembers whether the user 
has minimised or closed chat-
box or pop-up messages on the 
website. 

Persistent 
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intercom-device-id-
# totalsynergy.com 

Sets a specific ID for the user 
which ensures the integrity of 
the website’s chat function. 

270 days 

intercom-id-# totalsynergy.com 
Allows the website to recognise 
the visitor in order to optimise 
the chat-box functionality. 

270 days 

intercom-session-# totalsynergy.com 
Sets a specific ID for the user 
which ensures the integrity of 
the website’s chat function. 

7 days 

demoplayer-muted demo.storylane.com 
Stores the user’s mute 
preference for the interactive 
product demo player. 

Session 

7.5 Managing Your Cookie Preferences 

7.5.1 Cookie Consent Banner 

When you first visit our websites or platform, you will see a cookie consent banner that 
allows you to accept all cookies, accept essential cookies only, or manage your cookie 
preferences by category. 

If you do not make a selection, only essential cookies will be used. 

7.5.2 Changing Your Preferences 

You can update your cookie preferences at any time by using the “Cookie Settings” or 
“Manage Cookies” option available on our websites or within the platform. Your consent 
choices will be recorded for compliance and audit purposes. 

7.5.3 Browser Controls 

Most web browsers allow you to control cookies through their settings. Please note that 
disabling essential cookies may affect the availability or functionality of parts of our websites 
or platform. 

Further information about cookies is available at: 
https://www.allaboutcookies.org 

7.6 Other Tracking Technologies 

In addition to cookies, we may use similar technologies such as web beacons, pixels, local 
storage, or session storage. These technologies are used for similar purposes as cookies 
and are subject to the same consent requirements where applicable. 

7.7 Changes to This Section 

https://www.allaboutcookies.org/
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We may update this Cookies section from time to time to reflect changes in the cookies we 
use, changes in law, or operational requirements. When material changes are made, we will 
update the Privacy Policy and re-present the cookie consent banner where required. 

7.8 Contact Us 

If you have questions about our use of cookies or this section of the Privacy Policy, please 
contact: 

Total Synergy Pty Ltd 
Attn: Privacy and Data Protection Officer 
Email: justask@totalsynergy.com 
Address: Level 11, 124 Walker Street, North Sydney NSW 2060 

8. Links to other Websites and Applications 

Our website includes links to other websites, applications and tools that are not owned or 
operated by Us.  We are not responsible for the content of those websites, applications or 
tools, nor for any products, services or information contained in them or offered through 
them.  You should review the privacy policies and terms and conditions of use of those 
websites, applications and tools when you visit them. We do not endorse, recommend, 
condone or represent the companies or any content on any third party linked website and 
may terminate the link or linking program at any time. 

9. How to Access and Seek Correction of Your Personal Information or Complain 

9.1 Under applicable privacy legislation We must ensure that your Personal Information is 
accurate and up to date. Therefore, please advise Us of any changes to your information. 
9.2 If you want to find out what Personal Information We hold on you, or you believe any of 
your Personal Information that is held by Us is inaccurate, out of date, incomplete, irrelevant 
or misleading or it is not necessary for Us to continue to hold it, or you wish for us to delete 
or port your Personal Information to a third party  provider, you can contact Us, and We will 
either provide you with access to the Personal Information (in so far as We are legally able 
and required to do so by applicable law,) or We will delete it or correct it, as applicable, 
within a reasonable period as determined under applicable law. You can contact Us by: 9.2.1 
email at the following email address justask@totalsynergy.com; or 9.2.2 using the contact 
Us web form on Our website. 9.3 If you wish to complain about a breach of any breach of 
applicable privacy laws or codes, or this Privacy Policy you should contact Us by: 9.3.1 email 
at the following email address justask@totalsynergy.com; or 9.3.2 using the contact Us web 
form on Our website. 9.4 If you make any such complaint, we may be obliged to report that 
complaint to the relevant local regulator within the timeframes set out in the relevant local 
legislation. We may also be obliged to self-report a breach of your privacy to the relevant 
local regulator within the timeframes set out in the relevant local legislation. 9.5 We will aim 
to respond to any complaint within 10 business days of the date of receipt.  We will attempt 
to resolve your complaint to your satisfaction.  If you are not satisfied with how We deal with 
your complaint you may contact the relevant regulatory authority in your country. 9.6 When 
you visit or log in to our website, cookies and similar technologies may be used by our online 
data partners or vendors to associate these activities with other personal information they or 
others have about you, including by association with your email. We (or service providers on 
our behalf) may then send communications and marketing to these email. You may opt out 
of receiving this advertising by visiting https://app.retention.com/optout 

 

https://app.retention.com/optout

